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Keynote speakers
Mr. Andrea DE CANDIDO works for the Directorate General for Migration and
Home Affairs of the European Commission where he is the Acting Head of the
"Innovation and Industry for Security" Unit which deals with Security Research and
Industrial Policy. Among the responsibilities of the Unit is the elaboration of the
Secure Societies part of the European Union Research & Innovation Framework
Programme that enables cross border funding of research projects in the security
dimension. Before joining DG HOME Mr De Candido had been briefly working for
the Research & Innovation Directorate General of the European Commission and,
before that, had spent 25 years in the Italian Army from which he retired in 2013
with the rank of Lt. Colonel.
Keynote speech
“Research as a strategic enabler for capability development in the security sector”
Mr. Andrea de Candido’s intervention will highlight how the market uptake of
security research is still one of the main challenges that hampers the process that
leads research outcomes to be finally incorporated in new and more efficient tools
to be made available to security practitioners in their daily activities. As such, one
of the measures being currently explored by the European Commission to
overcome such hurdle is to go for a Capability Based Approach to capacity building
in the civilian security sector. This implies acknowledging that research is a building
block of a wider process and needs to be triggered when there is a real intention by
the relevant public authorities to make use of the outcomes of research in follow up
activities, be these further high-end development or final acquisition.

Mr. Adriano Baptista is currently the Head of the Operations Division at the
European Union Satellite Centre (EU SatCen).
As Head of Operations Division, he is the main responsible for a multi-national and
multicultural team of Imagery Analysts that are in charge of the execution and
dissemination of a large range of products and services related to, among others,
support to EU missions and Operations, crisis management, thematic mapping,
non-proliferation and border-monitoring.
He has extensive experience in the IMINT, GIS and GEOINT fields, particularly for
defence and security purposes, with almost 30 years of experience in imagery
analysis, and remote sensing including six years’ experience as an Intelligence
Officer.
Keynote speech
“Innovative Solutions for Timely, Reliable and Effective Support to the EU Common
Security and Defence Policy”
The European Union Satellite Centre (SatCen) supports the decision-making and
actions of the EU in the field of Common Foreign and Security Policy (CFSP), in
particular Common Security and Defence Policy (CSDP), by providing products and
services resulting from the exploitation of relevant space assets and collateral data,
including satellite imagery and aerial imagery, and related services. Aligned with the
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2016 EU Global Strategy (EUGS), SatCen also supports a large range of EU
initiatives, operations, and practitioner organisations.
Recent advances on the field of Earth Observation, combined with emerging trends
in Information and Communications Technology (ICT), such as Artificial Intelligence
and Big Data analytics, call for adaptation in the production processes. The
technology has evolved at almost the same breath-taking speed as the events and
has been an important instrument to produce contextual intelligence in a fastchanging world, with an enlarged spectrum of security threats and within highly
complex scenarios.
The EU SatCen is facing a constant evolution in the nature and variety of analytical
tasks as well as of technologies at its disposal. At the same time, the evolving nature
of the security challenges dictate continuous interaction with the practitioner
communities, in order to understand their requirements and respond effectively to
their strategic, operational and -possibly- tactical needs.
The scope of the presentation is to provide a comprehensive overview of SatCen’s
service provisions and innovative solutions and how they are contributing towards
a Timely, Reliable and Effective Support to the EU Common Security and Defence
Policy.

Dr. Cristina Longo is Research Programme Administrator at the European
Commission - Research Executive Agency in the Unit “Safeguarding Secure
Society” where she manages H2020 projects covering different security areas such
as crisis management, CBRNe, disaster resilience and fight against crime and
terrorism. Previously, she was a scientific project officer at the EC Joint Research
Centre and before a researcher at the University "Roma Tre" where she obtained
her Ph.D. in Electronic Engineering.
Keynote speech
"Disaster-Resilience Societies – The impact of H2020 research"
State of play and way ahead of the EU H2020 research programme to strengthen
capacities in disaster risk and crisis management and increase resilience of citizens
and infrastructures in a world where the risks of man-made and natural disasters
are ever-growing.

Dr. Georgios Theodoridis received the M.Sc. and Ph.D. degrees in electrical
and computer engineering, with an expertise in telecommunications, from the
Aristotle University of Thessaloniki, Thessaloniki, Greece, in 2004 and 2010,
respectively. He joined the European Commission DG Joint Research Centre in
2013 and he has been involved in numerous research and development projects
with the Directorate on Space, Security and Migration. His main research interests
are in the area of i) resource management and quality of service for wireless/mobile
telecommunications systems, ii) Internet security with special focus on the detection
and root cause attribution of anomalous operation and cyber-attacks in the Internet
backbone, iii) data analysis with network/visual analytics and clustering, iv) critical
infrastructure interdependencies considering deficiencies in the underlying ICT
systems, v) Hybrid Threats analysis and detection, v) business analysis, information
architecture and design of web-platforms for various scopes, including
information/services sharing/exchange, data analysis and reporting, case
management and execution of table-top exercises.
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Keynote speech
“Detection and analysis of Hybrid Threat attacks by means of visual analytics”
Hybrid Threats are changing the security landscape in Europe. A Hybrid Threat is
realised by the application of various tools that affect several domains in a state in
an organised and centrally orchestrated manner. Hybrid Threats manipulate
detection thresholds in order to hinder attribution and decision making. As
consequence, their detection is rather cumbersome despite the fact that the timeline
of a hybrid threat might be long. Hence, the detection of a Hybrid Threat requires
the monitoring of all tools that can be exploited to affect a state's domains; the
parallel analysis of all the available input will allow to identify the hidden crosscorrelations and reveal the overall Hybrid Threat. In this respect, the most prominent
solution should be the use of visual analytics. Visual analytics use meaningful data
transformations and interactive visual representations for exploring the bulk of
disparate information that comprise a Hybrid Threat. Visual analytics allow for
incorporating the combinational thinking of the expert analysts and their general
personal and professional experience and background knowledge into the detection
process and they exploit the inherent human capability for pattern identification.

Dr. Giulio Mancini is Policy Officer on border and external security research in
the Unit on "Innovation and Industry for Security" in the Directorate-General
Migration and Home Affairs of the European Commission. Previously he was
Project Officer on security research and Programme Manager for the Union actions
of the Asylum, Migration and Integration Fund of the European Union. Before
working for the European Commission, Giulio worked in the International Biological
and Chemical Threat Reduction department within the Centre on Global Security
and Cooperation of Sandia National Laboratories of the Department of Energy of
the United States, and as Programme Manager on Science and Technology for
Non-Proliferation at in the non-governmental sector in Italy, mainly carrying out
projects on international scientific cooperation, risk management and capacity
building for the prevention of chemical and biological security threats. He has a PhD
in Peace Studies from the University of Bradford in the UK.
Keynote speech
“Research on border and external security in the EU framework programme for
research and innovation”
The EU funds research and innovation on civilian security, including border security,
within the Framework Programmes for research and innovation. As of the end of
the current framework programme, the EU will have invested over 3 billion euro in
security research since its inception in 2007. This will have led to over 600 research
projects in many areas. In border security research, the EU funded and is funding
projects in several research streams such as border surveillance; maritime security;
situational awareness systems; migration modelling and prediction; risk
assessment and analysis for border checks; or no-gate border crossing solutions
and systems. EU-funded security research has a strong focus in the active
participation of security practitioners in research projects and in research planning
increasingly based on a capability development plan. EU border security research
is a powerful tool available to support the European Border and Coast Guard in
developing the capabilities (through future European technologies and systems for
border security) identified as needed. The Commission is today working on the
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launching of the next Framework Programme for research and Innovation, Horizon
Europe.

Mr. Javier Quesada Javier Quesada is the head of Research and Innovation in
the European Border and Coast Guard Agency, Frontex. In support of EU Member
States and developing the Agency’s own capabilities, his main goal with Frontex is
to foster and implement technology foresight and research for border management
and border security through its recently created Border Security Research
Observatory. Also, Quesada leads on European innovation insertion for borders,
with the performance of pilot projects, trials and competitions where innovative
solutions of high TRL related to surveillance, border checks, identification and
intelligence analysis, amidst others, are tested in a real operational environment.
He chairs conferences, meetings and events where the dialogue with industry,
academia and the community of border and security experts/users happens on a
frequent basis. His department is actively involved in establishing and harmonising
European technical standards applicable, for instance, to the acquisition of border
control equipment, owned and used by the Member States or the Agency. These
standards also target harmonised technical training and methodologies, such as
the assessment of vulnerabilities of installed technical equipment.
Prior to that, also at Frontex he was responsible for intelligence and risk analysis
with the operations division. Before joining Frontex in 2006, he developed his career
as a criminal and strategic analyst in the Spanish National Police, being frequently
engaged as expert in EU Council working groups and committees, and other
international fora. In the period 2000-2004 he was EU Twinning Advisor in Bulgaria,
supporting the reforms of the Ministry of Interior in the process of EU accession. In
2005-06 he was advisor on migration and borders in the Cabinet of the Spanish
Minister of Interior. He studied Law in Madrid, and Criminal Science in Salamanca.
Keynote speech
“Frontex role in research and innovation in the border security domain”
Frontex is tasked to proactively monitor and contribute to research and innovation
activities relevant for border control and to keep the EBCG community informed of
new developments – including advanced technology - in the field of border
management. The presentation will focus on Frontex strengthen role in the area of
research and innovation in the light of the new EBCG Regulation, Frontex capabilitybased approach for the security research and its function as a link connecting the
research and development community with the end users and policy makers
involved in border management issues to ensure that the needs and challenges
faced daily at the EU borders are taken into account.

7
th

st

MSE 2019 | October 29 – 31 , 2019 | Heraklion, Crete | Greece

Dr. Nicole van der Meulen is Senior Strategic Analyst at the European
Cybercrime Centre (EC3) where she leads the Strategy and Development team.
She has worked as an Advisor of Security Affairs at the Dutch Banking Association,
and has led the cybersecurity side of the Defence, Security and Infrastructure (DSI)
team at RAND Europe in Cambridge. Prior to those engagements, she worked for
the Dutch government where she was co-responsible for the development of the
first Cyber Security Threat Assessment, before returning to academia at the start of
2012 as an Assistant Professor at the Department of Transnational Legal Studies
at the VU University in Amsterdam. In 2010, she obtained her PhD based on a
comparative study between the United States and the Netherlands on digital
financial identity theft at the Law Faculty of Tilburg University. She studied Political
Science with a focus on International Relations and Comparative Politics at the
University of Maryland, Baltimore County (Bachelor of Arts, 2005, Cum Laude) and
VU University Amsterdam (Master of Science, 2006, Cum Laude).
Keynote speech
“Hello, it’s me again! Why writing a cybercrime threat assessment feels like working
for a thrift shop”
Cybercrime is changing constantly, right? At least, that is what we hear on daily
basis. But is it really? Or are we just saying that to explain why we find ourselves
drowning in data breaches, DDoS attacks and dark web marketplaces? While there
is change in cybercrime, much of the ‘new’ is the old in a different jacket. Difficult to
sell, but impossible to ignore. While we all seem slightly obsessed by buzzwords
like artificial intelligence, blockchain and big data analysis, we still find our citizens,
customers and employees responding to phishing emails or falling victim to
ransomware. The ability of cybercriminals to use known modus operandi on new
targets and adapt their existing ways should be at the center of our attention. In
this presentation, Dr Nicole van der Meulen, Senior Strategic Analyst at the
European Cybercrime Centre at EUROPOL will present how ‘old’ findings are still
relevant for future threats and why the only way to address the persistence of
cybercrime is through a holistic approach that includes accepting you will fall victim
to cybercrime, and learning how to get ‘back up.’

Dr. Prokopios Drogkaris is an Expert in Network and Information Security at
European Union Agency for Network and Information Security (ENISA) working in
the areas of Privacy and Data Protection, Security Certification and Trust Services.
Previously, he was involved in several EU funded research projects in the greater
area of Information Security within the Hellenic Ministry of Citizen Protection and he
held teaching assistant positions in higher education institutions. He is an author of
several scientific publications and has served as a member on program and
organising committees at International and European scientific conferences.
Keynote speech
“The EU Cybersecurity Certification Framework”
The EU Cybersecurity Act (Regulation (EU) 2019/881) establishes an EU
cybersecurity certification framework for ICT digital products, services and
processes. The presentation provides an overview of the framework's main
objectives in addition to the different categories of stakeholders that are involved in
the process of creating tailored and risk-based EU cybersecurity certification
schemes.
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1.

Protection of Critical Infrastructure and Public Spaces

PROTECT - EU Cities Vulnerability
Assessment

STEPWISE - Overview of the STEPWISE
Project

Over the years, strategies to protect public space
against terrorism have strengthened and evolved,
mainly focusing on protecting critical infrastructures.
However, terrorist attacks are evolving as well.
Lately, by adapting to new contexts and
opportunities, public space has turned into an
attractive target for terrorist attacks. These areas
are considered as “soft targets”: crowded public
places including the metro, shopping centers,
sports stadiums, bars, restaurants, clubs and
commercial sidewalks, are easily accessible to the
public and an easy target for terrorists to do great
harm. In this context, PRoTECT project aims to
strengthen local authorities’ capabilities in public
spaces protection by putting in place an
overarching concept where tools, technology,
training and field demonstrations will lead to
situational awareness and improve direct responses
to secure public places before, during and after a
terrorist threat. PRoTECT is an initiative of the Core
group of the European Network of Law
Enforcement Technology Services (ENLETS). In
this conference the results of V.A. held in five
European countries based on a prototype
developed by the EC within the EC funded project
under the name PRoTECT will be presented.

STEPWISE will deliver an innovative product to
support the cooperation, coordination, and crosssectoral preparedness of Law Enforcement
Agencies and their partners (public and private)
involved in the design and protection of public
spaces. The project platform aims to enable the
rapid creation of Virtual Reality mock-ups of realworld spaces and buildings where security and
crisis plans can be devised and assessed against a
wide variety of threat scenarios. STEPWISE brings
innovative security design without claiming the
public space and bothering or frightening
populations. The STEPWISE immersive approach
helps police experts to work on simulated situations
with private security officers, fire crews, urban
planners, public space operators, city managers,
etc. to assess the vulnerability of public spaces and
jointly develop and evaluate strategies to improve
both their security and resilience without having to
descend upon each of them. The STEPWISE action
aims to industrialize the research prototype
resulting from the VASCO FP7 project (Project ID:
607737) to deliver an operational product that will
be extremely useful to implement the EU’s action
plan for the protection of public spaces.

Peter van de Crommert - Tatiana Morales

Alberto Curatolo
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SICt - Resilience of interdependent crossborder Critical Infrastructure systems: Vital
Node Analysis

SAFECARE - Integrated cyber-physical
security for health services

The SICt project (Security of cross-border Critical
Infrastructures, 2018-2021), financed under the
Italy-Switzerland Interreg cooperation programme
of the EC, aims at strengthening the joint resilience
capacities between the Lombardy Region (Italy)
and Canton Ticino (Switzerland) linked to events
that may disrupt the continuity of transport
infrastructure connecting Milan and Zurich, leading
to cross-border cascading effects. The project uses
the evolution of the DMCI simulator (Dynamic
Functional Modelling of vulnerability and
interdependency of Critical Infrastructure systems),
integrated in the GRRASP platform of JRC (EC), to
develop knowledge about how disruptive events or
disturbances acting on CIs could spread to the
whole network because of different types of
interdependencies and affect businesses, endusers and the entire society. The DMCI was used to
carry out a Vital Node Analysis on 424 nodes of the
road and rail transport networks in the wide area
between Zurich and Milan. The VNA is the first
phase of a broader analysis on the resilient
behaviour of the infrastructure system, which will be
followed by vulnerability and critical scenarios
analyses. These insights will support the project
goal of establishing a collaborative alerting and
response to disruption events, by means of new
coordinated plans for critical scenarios and a
dedicated information-sharing platform.

The aim of SAFECARE is to provide solutions that
will improve physical and cyber security in a
seamless and cost-effective way. Thereby, it
promotes new technologies and novel approaches
to enhance threat prevention, threat detection,
incident response and mitigation of impacts. Over
the course of 36 months, SAFECARE will design,
test, validate and demonstrate 13 innovative
elements optimizing the protection of critical
infrastructure under operational conditions.
Bringing together the most advanced technologies
from the physical and cyber security spheres,
SAFECARE aims to deliver high-quality, innovative
and cost-effective solutions in system security.
These solutions focus on mitigating cyber-physical
threats and incidents and their interconnections and
potential cascading effects.
Focusing on health services infrastructure,
SAFECARE will work towards creating a global
protection system, which will cover threat
prevention, detection, response and mitigation of
impacts across infrastructures, populations and
environments.
The consortium, composed by 20 partners across
EU, engages with leading hospitals, national public
health agencies and security forces across Europe
too.

Boris Petrenj

Olivier Theveneau
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SECUREGAS - Securing the European Gas
Network

DEFENDER - Defending the European
Energy Infrastructures

SecureGas focuses on the 140.000 km of the
European Gas network covering the entire value
chain from Production to Distribution to the users,
providing methodologies, tools and guidelines to
secure existing and incoming installations and
make them resilient to cyber-physical threats. Three
business cases, addressing relevant issues for the
Gas sector and beyond, have been identified so
that to ensure the delivery of solutions and services
in line with clear needs and requirements, focused
on: risk-based security asset management of gas
transmission and distribution networks; impacts
(economic, environmental and social) and
cascading effects of cyber-physical attacks on
interdependent and interconnected European Gas
grids; integrity and security, through the
operationalization of resilience guidelines, of
strategic installations across the EU Gas network.
SecureGas tackles these issues by implementing,
updating, and incrementally improving extended
components, integrated and federated according to
a High-Level Reference Architecture built upon the
SecureGas Conceptual Model, a blue print on how
to design, build, operate and maintain the EU gas
network to make it secure and resilient against
cyber-physical threats.

DEFENDER will (i) model CEIs as distributed
Cyber-Physical Systems for managing the potential
reciprocal effects of cyber and physical threats (ii)
deploy a novel security governance model, which
leverages on lifecycle assessment for cost-effective
security management over the time (iii) bring people
at centre stage by empowering them as virtual
sensors for threat detection, as first level
emergency responders to attacks, or by considering
workforce as potential threats. DEFENDER will
adapt, integrate, upscale and validate a number of
TRL 4-5 technologies and deploy them within a
TRL7 integrated yet adaptable framework for CEI
security, resilience and self-healing “by design”,
with a view to address, detect, and mitigate cyberphysical threats. To this aim DEFENDER
framework will combine (i) a range of
devices/technologies for situational awareness
(fixed sensors like PMUs, mobile devices like
drones and advanced video surveillance) (ii)
intelligent processing for cyber-physical threat
detection with (iii) a toolbox for incident mitigation
and emergency response and (iv) Human-In-TheLoop for managing people interaction with CEI,
while leveraging on blockchain technology for peerto-peer trustworthiness.

Ilias Gkotsis

Artemis Voulkidis
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STOP IT - Strategic, Tactical, Operational
Protection of water Infrastructure against
cyber-physical Threats

RESISTO - RESIlience enhancement and
risk control platform for communication
infraSTructure Operators

Critical infrastructures are susceptible to various
types of major attacks, including direct, humanpresence assaults and cyberattacks tampering with
industrial control system (ICS) sensors and
processes. As attacks become increasingly
sophisticated and multifaceted, their timely
detection becomes especially challenging and
requires the exploitation of different data modalities,
such as visual surveillance, channel state
information (CSI) from WiFi signals for humanpresence detection, and ICS sensor data from the
utility. In this presentation, we will explain three
tools that Eurecat has developed within the H2020
project STOP-IT (Strategic, Tactical, Operational
Protection of water Infrastructure against cyber
physical Threats), a Real-Time Anomaly Detector
for ICS and SCADA systems, a Human Presence
Detector that uses the CSI (Channel State
Information) of the WiFi protocols and Cyber Threat
Sharing System that allows both publish incidents
and be aware of the incidents that are occurring.

RESISTO’s main concept is to improve risk control
and resilience of modern Communication CIs,
against a wide variety of Cyber-Physical Threats,
being those malicious attacks, natural disasters or
even unexpected faults, to result in resilience
improvement and enhanced protection of telecom
infrastructures. In particular, RESISTO aims: a) to
develop an integrated holistic risk and resilience
platform for improved preparedness and prevention
of Cyber-Physical Threats and disruptions, b) to
provide, experiment and assess a suite of
innovative cyber/physical security solutions,
incorporating modern detection, response and
mitigation capabilities, as well as an extensive
validation in relevant use cases directly involving
telecom operators and c) to support a progressive
adoption path for the RESISTO platform and
services, helping the managers of Communication
CIs to guarantee improved business and asset
continuity.

Juan Caubet

Maria Belesioti
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SATIE - A new toolkit to boost airport
security

EVAGUIDE- The architecture of EVAGUIDE;
a Security Management Platform for
enhanced situation awareness and realtime adaptive evacuation strategies for
large venues

The EU-funded SATIE project will create new
‘Security Operation Centre’ philosophies for
inclusion in a comprehensive airport security policy.
This will include a holistic approach on threat
prevention, detection, response and mitigation in
airports, while ensuring the protection of critical
systems, sensitive data and passengers. To do this,
SATIE will develop an interoperable toolkit that will
help improve cyber-physical correlations, forensic
investigations and dynamic impact assessment at
airports. Demonstrations will be conducted in
Croatia, Greece and Italy.

The EVAGUIDE H2020 project envisions a safer
and more comfortable experience for people in
large venues like the stadia around the world. In the
case where an unpredicted event takes place, all
the people in the stadium will have a complete
picture of how they will evacuate the venue whilst
the spectators will only have to worry for their
team’s performance and not their safety. The
EVAGUIDE focuses on the development of a readyfor-market product that will integrate all subsystems
into a commercial EVAGUIDE platform (TRL8). This
paper reflects on the architectural cornerstones of
the EVAGUIDE solution demonstrating the
approach followed towards the integration of all the
components developed within EVAGUIDE’s
lifespan. The main components, constitute: a) The
Communication Middleware b) The EVAGUIDE
Core System c) the algorithms for real- time crowd
modelling & the calculation of the evacuation route
in real time d) The Mobile Platform, for the safety of
spectators as well as for the dispatch of safety
personnel/ stewards. The EVAGUIDE project will
change the way security companies operate within
large venues for sports and entertainment by
providing a novel Security Management Platform for
enhanced situation awareness and real-time
adaptive evacuation strategies.

Tim Stelkens-Kobsch

Dimitris Drakoulis
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2. European Initiatives on Security and Networks of
Practitioner

PREVENT - Plans the procurements of
innovative, advanced systems to support
security in Europe’s public transport

CIVILnEXt - Next generation of information
systems to support EU external policies

PREVENT - PRocurEments of innoVativE,
advaNced systems to support security in public
Transport - focuses on pre-empting attacks in public
transport by enabling earlier detection of terrorists
and potentially dangerous objects, tracking of
detected individuals or situations and coordinating
the response of security forces. PREVENT
implements a progressive and iterative process to
deliver 6 jointly defined Common Security
Scenarios that capture threats and vulnerabilities.
PREVENT undertakes a gap analysis between
available solutions, existing standards and on-going
research in order to identify practitioners and public
buyers’ innovation needs and then selects the
highest priority Common Security Challenge. This
Common Challenge serves as the basis for a
strategic pre-commercial procurements (PCP) of
innovative, advanced systems to support security.

CIVILnEXt is a Pre-Commercial Procurement (PCP)
project contributing both to public and private sector
in Europe. The project’s concept was motivated by
the emerging shortcomings of CSDP missions
summarized in four areas where a potential
improvement in those would prove to be
significantly beneficial: (a) better communication, (b)
information sharing, (c) joint reporting and (d)
analysis and response planning. On this regard, the
CIVILEX CSA project was funded which set the
foundations for the CIVILnEXt project aiming to
support the development of a solution providing a
secure, effective common situational awareness,
information exchange and operation control
platform. These are conceived as a conceptional
ICT platform that supports actors in the context of
national or multi-national civilian missions with
similar characteristics with the CSDP ones. The
project is dedicated in preparing, setting and
completing a three-phase tender procedure, where
each phase refers to a specific stage of the solution
development.

Youssef Bouali

Giorgos Thanos
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TIEMS - Certification of Qualifications in
International Emergency and Disaster
Management (TQC)

MEDEA - Identifying and prioritizing
security capabilities in the Mediterranean
and Black Sea regions using THOR analysis

TIEMS believes that Education, Training and
International Certification in Emergency
Management and Disaster Response is the key to
improve resilience worldwide. TIEMS has therefore
launched its own RTD project developing a
comprehensive international education, training and
certification program under the motto,
Preparedness Saves Lives!

The EU countries located in the Southern and
Southeastern Europe are neighboring to one of the
most unstable regions in the world, and there are no
prospects for a change in the near future. This
instability is the result of ongoing conflicts, political
tensions and divisions. The countries in the
Mediterranean and the Black Sea regions are facing
pressing security challenges and should respond to
vast number of unprecedented threats attributed to
regional instability. The MEDEA "Mediterranean
practitioners’ network capacity building for effective
response to emerging security challenges" Network
of security practitioners will establish and promote
cooperation between security actors in those
regions and sponsor innovation and requests for
solutions from the practitioners’ side. The
identification and prioritisation of practitioners’
networks capability pull factors will be reported in
the Mediterranean Research Security and
Innovation Agenda.

Sandro Bologna

George Kokkinis
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I-LEAD - Law Enforcement Priorities in the
era of new digital tools

FIRE-IN - Identifying capability needs of
first responders and searching for their
solutions: Insights from the FIRE-IN project

I-LEAD builds upon the work of the European
Network of Law Enforcement Technology Services
(ENLETS) that brings EU law enforcement together
to share best practices, activate co-creation and
stimulate research for operational purposes. ILEAD’s key focus is to contribute to the
development of new & existing crime fighting
capabilities of LEA’s across Europe. This will be
undertaken via a series of bespoke practitioner
workshops, that have been exclusively designed to
identify and define end-user priorities in 25 subject
specific areas of law enforcement. Workshops’
findings will be used to identify ‘fit for purpose’
solutions within the marketplace, and/or direct
research and innovation within academia, with
Small and Medium-sized Enterprises, and/or those
organsations within the security industry
environment. The overall results of this work will
effectively contribute to the development and
enhancement, where relevant and required, of the
existing policing ‘crime fighting tool kit’. I-LEAD will
also examine and recommend opportunities for
standardisation & joint procurement, concentrating
on the technical, human, organisational and
regulatory elements. I-LEAD findings based on the
successful establishment of five workshops that
brings together experts from operational law
enforcement from across 21 EU Member States.
The workshop areas are related to Open Source
Intelligence, Mobility for Officers, People Trafficking,
Intelligence Analysis and Technologies in DNA.

The FIRE-IN project is an initiative funded by the
European Commission and initiated on the 1st of
May 2017. FIRE-IN has been designed to raise the
security level of EU citizens by improving the
national and European Fire & Rescue (F&R)
capability development process. FIRE-IN addresses
the concern that capability-driven research and
innovation in this area needs much stronger
guidance from practitioners and better exploitation
of the technology potentially available for the
discipline.
This presentation will outline the process behind the
identification of capability needs of end-users as
well as how to search for technical and nontechnical solutions. It will then show some of the
intermediate results of these two ongoing tasks. In
the end, the presentation will discuss the challenges
encountered during these tasks and outline the
future goals of the project.

Patrick Padding

Gerald Walther
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EXERTER - Security of Explosives panEuropean Specialists Network

DARENET - DAnube river region Resillience
Exchange network

EXERTER connects 21 practitioners from 13 EU
member states into a network of explosives
specialists. The project aims at increasing the
exchange of information between practitioners,
academia, industry, research organisation and
other stakeholders.

The DAREnet project is to support flood
management practitioners across the EU Danube
River region and from different disciplines to
deepen & broaden their Research, Development
and Innovation related collaboration (=RDI).
DAREnet will build a multi-disciplinary community of
practitioners, operating in a network of civil
protection organisations, and supported by a broad
range of stakeholders from policy, industry &
research. Together they will build a transnational
and interdisciplinary ecosystem to foster synergies,
innovation and its uptake. One of the key-results of
DAREnet will be a regularly updated RDI Roadmap
highlighting promising innovation opportunities to
cope with the main environmental and societal
challenges of the region. It will provide concrete
perspectives for the further development,
industrialization and uptake of innovations of
highest relevance for practitioners. The Roadmap
will be the result of a systematic assessment and
prioritisation of promising innovations, including
standardisation to foster the development of
common capabilities. The RDI Roadmap will also
lay the basis for concrete innovation initiativespractitioner-driven and “bottom-up”- building a
unique portfolio of joint innovation concepts for the
Danube river region. To reach sustainable impact,
DAREnet will draw upon synergies with the
modules and facilities of the EUCPM and the
regional strategies for flood prevention and risk
management of the ICPDR and EUSDR.

This presentation will describe the progress during
the first year of EXERTER. Each year, EXERTER
works around a theme scenario, highlighting
relevant important aspects and using them while
gathering requirements and gaps from practitioners
and other stakeholders. Based on these results,
research findings and issues related to certification
and standardisation connections are identified and
brought up for discussion and presentation to
practitioners. By lifting the challenges of countering
current and emerging terrorist threats, the related
operational requirements on methodologies, new
tools and technologies, and the status in Research
and Innovation, EXERTER provides practitioners
with the operative knowledge and tools for
enhancing the security of our society.

Anneli Ehlerding
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eNOTICE - Optimal involvement of
practitioners in RDI projects: the activitybased & function-based models

NO-FEAR - Network Of practitioners For
Emergency medicAl systems and cRitical
care

A structural involvement of practitioners in RDI
projects (mandatory eligilibity criterion in H2020
projects), is an obvious requirement for enduser
driven RDI. It is also challenging because it requires
individuals from distinct communities with very
different backgrounds to collaborate over several
years towards common goals. Since 2017, SEC21GM networks of practitioners explore how to build a
bridge between academics and first responders.
Thanks to these networks, collaborative initiatives
find there way into new H2020 projects. This is
illustrated by the eNOTICE project, which aims to
build a pan-European network of CBRN Training
Centres, promoting these multidisciplinary first
response training centres as natural connector
between different safety and security stakeholder
communities, incl. academic and practitioners. Their
staff of trainers, their network and their relation with
local first response agencies allows them to join
research projects as end-user platform This is a
function based model. Because of their
corebusiness, which is training and education, they
dispose of a practical training or exercise
infrastructure, which makes them the perfect
partner for the organisation of exercises combined
with technical testing, validation and
demonstrations. This is an activity based model.
Both models will be described through the
eNOTICE practices and lessons learnt; added value
and guidance will be illustrated by two recent
H2020 projects: SHOTPROS and PROACTIVE.

The emergency medical care in the EU is a
fragmented chain including population, emergency
medical services, volunteers, hospitals and
cooperation with fire services, police and
authorities. It needs to prepare to respond to new
threats and assist casualties after security incidents.
In response to this challenge, NO-FEAR proposes
to bring together a pan-European network of
practitioners, decision and policy makers in the
medical and security fields. They will collaborate to
achieve a common understanding of needs, as well
as - in collaboration with academia and industries –
increase the EU innovation potential that could
better fill the operational gaps and recommend
areas for future innovations.

Kathleen Van Heuverswyn

Luca Leonardi
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3.

Border and External Security

EWISA - Early Warning for Increased
Situational Awareness

ROBORDER - Autonomous swarm of
heterogeneous robots for border
surveillance

EWISA is the result of a call for proposals restricted
to a consortium of National Border Authorities
("Pre-Operational Validation (POV) on land
borders"). The project ended on 30.07.2019
covering a period of 58 months. In the framework of
the EWISA project, improved & effective
cooperation among Partners (a novelty for Border
Authorities) has been achieved during both the
definition & the implementation of a common
concept through a Joint Tendering process & the
testing under a wide variety of possible operational
& environmental variations that may occur in the EU
External Land Borders based on a commonly
defined validation strategy & scenarios. Moreover, it
has been identified that active interaction with the
Industry during the procurement execution is of
mutual benefit of the public authorities & other
interested parties. Following the procurement
execution, extensive knowledge & experience on
Tender Execution of procurement of R&D services
was gained by all parties. Regarding innovation
procurement, it was identified that significant effort
by EC&Public Authorities/End Users is required to
bring success to an innovation procurement project
(POV-PCP) & that the link between end-users and

Towards delivering a solution the main goal of
ROBORDER is to develop and demonstrate a fully
functional autonomous border surveillance system
with unmanned mobile robots including aerial, water
surface, underwater and ground vehicles which will
incorporate multimodal sensors as part of an
interoperable network. The system will be equipped
with adaptable sensing and robotic technologies
that can operate in a wide range of operational and
environmental settings. To provide a complete and
detailed situational awareness overview that
supports highly efficient operations, the network of
sensors will include enhanced static networked
sensors such as border surveillance radars, as well
as mobile sensors customised and installed on the
vehicles. These will include: (i) passive radars that
can extend the capabilities of the existing border
surveillance radars, (ii) passive RF-signal sensing
devices to intercept emission sources that are
present in area, and (iii) other mobile sensors like
thermal cameras (infra-red), optical cameras and
more .

industry extends the benefit of innovation procurement.

Pantelis Michalis
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ANDROMEDA – An Enhanced Common
Information Sharing Environment for Border
Command, Control & Coordination Systems

RANGER - RAdars for loNG distance
maritime surveillancE and SaR operations
RANGER introduces a holistic approach of maritime
surveillance platform, based on innovative radar
technologies combined with cutting edge
technological solutions. The proposed solution
offers detection, identification & tracking of
suspicious vessels, i.e. capabilities that exceed
those of current radar systems. RANGER consists
of a novel Over-The-Horizon (OTH) Radar
combined with a Multiple-input & Multiple-output
Radar (PE- MIMO), exploiting the latest photonics
advancements. A Uniform Communication Gateway
(UCG) is responsible for seamless, secure &
interoperable integration of radars and legacy
systems. The Early Warning System (EWS) utilizes
data fusion and deep & adaptable machine learning
schemes, capable to automatically detect radar
targets and produce early warnings. Two additional
components enhance the overall user experience:
an Advanced User Interface (AUI) for visualization
of the maritime operational picture, & a Common
Information Sharing Environment (CISE) adapter for
sharing information with the CISE network. The
RANGER system aims at significantly progressing
the accuracy of long-distance detection,
identification & recognition as well as improving the
provision of early warnings & alerts, towards the
enhancement of the maritime surveillance and
Search & Rescue operations.

The project aims to unlock the full potential of CISE,
by validating in a long period of time CISEcompatible command, control and coordination
systems from several Coast and Border Agencies.
At the same time, it is envisaged to further enhance,
validate and demonstrate CISE by extending its
scope for land borders and adapting relevant C2
solutions and associated services. This will be
accomplished by extending the CISE data model
based on the use cases and requirements and
adapting state-of-the-art command & control
systems for full compliancy with the enhanced
model and CISE message exchange patterns. The
project architecture will follow a hybrid scheme in
order to allow the usage of the End User CISE
Nodes/Gateways and at the same time to allow the
testing and validation of the extended data model.
The project will leverage on the developments,
results and experience of the consortium from
current and previous research projects (PERSEUS,
CloseEye, MARISA, RANGER), from National
Procurement projects of CISE Nodes and Adaptors
and on the CISE infrastructure of the End Users.

Dimitris Katsaros

Alkis Astyakopoulos
20
th

st

MSE 2019 | October 29 – 31 , 2019 | Heraklion, Crete | Greece

MSE2019 – Mediterranean Security Event 2019

FOLDOUT - Through Foliage detection, in
the inner and outermost regions of the EU

TRESSPASS - Risk Based Security and
Behaviour Analysis in Border Crossing
Points

Due to the large increase of illegal activities at the
EU border in the last years, improved methods for
border surveillance are necessary to ensure an
effective and efficient EU border management.
FOLDOUT focus is on through foliage detection in
the inner and outermost regions of the EU. Foliage
penetration is an unsolved important part of border
surveillance, whose solution would contribute to
reduce border guards’ workloads, to reduce costs
and last but not least, to save lives.

TRESSPASS covers all tiers of a four-tier access
model: (1) measures undertaken in, or jointly with
third countries or service providers; (2) cooperation
with neighbouring countries; (3) border control and
counter-smuggling measures, and (4) control
measures within the area of free movement.
TRESSPASS (a) develops a single cohesive riskbased border management concept (b) develops
three pivoting pilot demonstrators: Schiphol Airport,
Polish Land Border at External EU crossing control
point and Port of Piraeus (c) demonstrates the
validity of the single cohesive risk-based border
management concept by using red teaming and
simulations (d) prepares for the further development
of this concept beyond this project by linking to
other known risk-based border management
projects (in- and outside EU, within EU research
frameworks and on national levels), and describes
how their results contribute to a single cohesive
risk-based border management concept.
TRESSPASS project runs under a strong European
Consortium of 22 partners and is funded by the
European Union and the Horizon 2020 programme,
under GA no 787120.

FOLDOUT will build a system that combines
various sensors and technologies and intelligently
fuses these into an effective and robust intelligent
detection platform. Events will be analyzed by
machine learning tools to continuously increase the
systems detection and tracking capability.
FOLDOUT will make the tasks of Border Guards
simpler and faster by combining events from
various sensors to give a complete situation threat
assessment combined with suggested reaction
scenarios.
With a two years pilot in Bulgaria and
demonstrators in Greece, Finland and French
Guiana FOLDOUT will provide fundamental
enhancements in the domain of border surveillance
and improved search & rescue scenarios.

Andreas Kriechbaum-Zabini

Dimitris M. Kyriazanos
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Life CHEREE - Chemicals Regulations
Enforcement & Inspections - Building
Authority Capacity for REACH/CLP and
SEVESO III Compliance; A REACH
inspection e-tool

FASTER - New technologies to boost
operational capabilities of First Responders
while improving their safety

The “REACH e-Inspection tool” focuses primarily to
the enhancement of the inspection process
executed to certify compliance under the REACH
and partially under the CLP Regulations. Customs
Authorities, can greatly benefit from the use of such
e-tool in the regular customs controls of dangerous
goods. It is a simple, practical online tool providing
all necessary functions, correlating the European
legislation and guidelines directly to each
criterion/question. The approach behind its
development that shall be presented, can practically
be utilized in any legislation available, where criteria
are the most appropriate and direct methodology to
investigate compliance. The e-tool is expected to
expand its applicability in the SEVESO Directive
and other security legislation where web-based
checklists are expected to enhance certification.

FASTER H2020 833507 starting from project
information and the consortium, the involvement of
first responders. Which are the main focus areas
and how the FASTER is going to provide answers
to pending issues. Which are technologies going to
be proposed and how they will be applied following
co-design principles directly in field operation
simulations involving Artificial Intelligence,
Wearable technologies, Gesture interfaces,
Autonomous vehicles; all supported by resilient 5G
communication and a Portable operational
visualization.

Markos Daskalakis

Fabio Perossini
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4.

Disaster management and Resilience

beAWARE - The Crisis Classification
component to strengthen the early warning,
risk assessment and decision support in
extreme climate events

IN-PREP - Plan, Train, Collaborate

Climate change is considered as being one of the
most important challenges of modern times, having
multiple & significant impacts on human societies
and the environment. The negative effects which
are revealed through weather extreme events & are
causing distress, loss of property & human lives will
become more intensive in the future. There is an
urgent need to develop novelty tools to enhance
awareness and preparedness, to assess risks & to
support decision making, aiming to increase the
social resilience to climate change. The proposed
holistic disaster management framework,
beAWARE, encompasses technological
achievements that enable first responders &
authorities to manage efficiently pre-emergency and
emergency phases of a hazardous natural event.
The Crisis Classification component of beAWARE
platform consolidates functionalities to provide dual
services:a) as an Early Warning system, aiming to
estimate the crisis level of the upcoming extreme
conditions such as the hazard of flood, fire or
heatwave (pre-emergency phase);b) as a RealTime Monitoring and Risk Assessment system
aiming to assess the risk & support to make
accurate&timely decisions, when a crisis is evolved.

IN-PREP delivers the Mixed Reality Preparedness
Platform and a Handbook that supports
Preparedness that allow civil protection agencies to:
1.Make/enter a plan; 2. Create a scenario; 3.Define
criteria to test; 4. Play (train); 5. Score, assess and
6. Adapt. All above are feasible when using the INPREP tools, namely: 1. The Scenario Builder for
dynamically creating training scenarios; 2.The
Modelling tools for risk and impact assessment;
3.The Training Environment for sharing the
operational picture to decision makers and merging
response plans whilst evaluating achievement of
training objectives; 4. The C2s that allow insertion
of individual response plans and support
operational & tactical management 5. The
Recommendations Engine that support decisionmaking in the form of notifications. The principal
goal is to improve collaborative response planning.
IN-PREP is trailing a new training platform for CP
agencies and first responders. It is an end-to-end,
interoperable Mixed Reality Preparedness Platform
featuring a multiplicity of modules to support
dynamic scenario building, disaster-modelling,
multi-agency command & control and sharing of the
operational picture.

Anastasios Karakostas
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DRIVER+ - Driving Innovation in Crisis
Management for European Resilience

INGENIOUS - Next Generation Integrated
Toolkit for Collaborative Response increasing
protection & augmenting operational capacity

DRIVER+ created a completely new environment
(Testbed), supporting practitioner in finding (PoS Portfolio of Solutions), testing (Trial) & in objective
way new method of assessing innovative solutions
in crisis management assessing & evaluating new
solution (TGM - Trial Guidance Methodology). Trials
represent a cornerstone of the Driver+ approach.
Each trial is focused on a precisely identified
need(s) of a specific crisis management
organisation. Trial Guidance Methodology (TGM)
was created by DRIVER+ to offer practitioners
pragmatic & easy-to-follow steps in preparation,
execution and evaluation of trials. After four trials
conducted during DRIVER+ the TGM itself was also
evaluated and improved to be the most practical,
useful and at the same time to enable objective
assessment of promising innovative solutions. To
support crisis management organisations & to
sustain the outcomes of DRIVER+ platform CMINE
(Crisis Management Innovation Network Europe)
was created, aiming to exchange experience of
practitioners & to link existing projects, networks &
initiatives. On the basis of trial experience, a
network of CoEs (Centres of Expertise) with
experience in using TGM & technical infrastructure
(Testbed infrastructure) is planned to be
established. CoEs will provide variety of services for
practitioners interested in assessing innovative
solutions, offering access to testing locations
(platforms) and support in TGM implementation.

INGENIOUS aims to assist First Responders (FRs)
in being more effective and save more lives during
natural and manmade disasters and crises by
exploiting novel technologies. INGENIOUS is
developing, integrating, testing and validating a
Next Generation Integrated Toolkit (NGIT) for
Collaborative Response, which ensures high level
of Protection and Augmented Operational Capacity
to respond to the disaster scene. NGIT armours the
FRs with novel, affordable and reliable tools and
services as part of their uniform and as part of their
operational assets in an integrated manner,
facilitating seamless and resilient interconnectivity
and boosting awareness. NGIT (1) builds upon the
concept of “smart” FRs by holistically equipping
them to protect them and assist in conducting their
response duties (2) comprises of smart devices in
the air and on the ground, that are essentially
external response modules operated by FRs and
(3) supports FRs with multi-fusion and expert
reasoning modules for improving situational
awareness and threat and hazard detection, a C3
and a COP platform with augmented reality
capabilities as add-ons for Command, Control and
Coordination and with mobile applications to
improve response activities.
The NGIT will be provided at the service of the FRs
for extensive testing and validation in the framework
of a rich Training, Testing and Validation
Programme.

Joanna Tymińska
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SWIFTERS - Safe and rapid emergency
response through the use of UAVs

WUI-VIEW - Wildland-Urban Interface Virtual
Essays Workbench

The SWIFTERS project capitalises on unmanned
aerial vehicle (UAV) swarms to study, design and
test, cooperation strategies that support the
allocation of emergency response and evacuation
operations to UAVs in an intelligent way. In this
direction, SWIFTERS takes the effort to the next
level by investigating how a swarm of UAVs could
further improve response times and save lives
especially during the evacuation phase of an
emergency, when numerous tasks need to take
place in parallel.

Europe has many areas in which forest fires
seriously affect urban & rural communities, the socalled Wildland-Urban Interface (WUI). Climate
change is dramatically worsening the WUI fire
problem throughout Europe by i) exacerbating
highly intense wildfires (firestorms) in
Mediterranean countries & ii) causing emergent
WUI-fire prone zones in northern latitudes not
adapted to wildfires. WUIVIEW project aims at
reinforcing WUI fires risk reduction strategies by
designing, testing & operating a virtual workbench
service for the analysis of fire hazards & buildings’
vulnerabilities at different European WUI realities.
WUIVIEW will become a powerful & innovative
platform to perform essays & simulation studies
dealing with structures survivability & sheltering
capability. To set up our workbench, fire hazard of
natural & artificial fuels will be characterized by real
fire experiments & modelling. Special focus will be
devoted to ornamental highly-flammable vegetation
& gas infrastructures typically present at the WUI
plot-scale. Project will rely on a well-established fire
protection engineering methodology (PerformanceBased Design, PBD), which is based on cuttingedge fire simulations techniques, to get insights on
the response to fire of typical building systems and
materials. Taking advantage of lessons learned from
past project WUIWATCH to configure an inventory of
pattern scenarios to be explored. WUIVIEW
sustainability is envisaged at the end of the Action
through exploiting a consultancy service to manage
WUI fire risk in vulnerable communities.

SWIFTERS main outcome, is an open source
platform, coordinating multi-UAV tasking in
emergency response mission, enabling the users to
schedule and route the UAV agents across the field
to complete their tasks.
The main operations that are integrated within
SWIFTERS solution are related to monitoring of the
hazard, informing/alarming about the decision to
evacuate, and monitoring locations of interest.
Finally, SWIFTERS has ensured that knowledge
transfer to relevant stakeholders will be achieved
through detailed training material and procedures
that have been developed, and using the
automated features proposed within SWIFTERS
through small, medium and large-scale exercises.

Panayiotis Kolios
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HEIMDALL - Multi-Hazard Cooperative
Management Tool for Data Exchange,
Response Planning and Scenario Building

Network of European Hubs for Civil
Protection and Crisis Management: The
FIREHUB preparatory action project

The management of complex crises, originating
from natural or human-made hazards, requires the
participation and coordination of multiple first
responder organisations (firefighters, police,
emergency medical services, civil protection, etc.).
HEIMDALL addresses the challenge of providing
integrated tools for emergency planning and
management, including the definition and sharing of
multi-disciplinary scenarios, and addressing the
needs of first responders and relevant stakeholders
in terms of interoperability, inter-organisational
coordination and information sharing.

The overall objective of the FIREHUB project is to
develop a pilot concept for landscape fire
management issues in context of developing
specialized European hubs for civil protection and
crisis management. The main role of the hubs will
be to ensure an optimum use of the disaster risk
management knowledge and expertise that exists in
Europe, through its further integration into existing
practice, and vice versa. Building up networks and
coordination structures is always a demanding task,
in any field. Several initiatives, projects, networks,
hubs and policies relevant to wildfire exist, and the
main question is how to build on them and create a
layer that can create out of this information,
knowledge and services with added value.
Enhanced cooperation and sharing of knowledge in
an inclusive way is needed, while keeping in mind
the he diversity of participating states and their
sovereignty.
These are few of the challenges that FIREHUB
project aims to address by formulating a concept
and a model for European hubs for civil protection
and crisis management, by designing a series of
concrete activities that may shape a pilot hub on
wildfire risk management in order to propose a
generic hub.

Alexandros Bartzas
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5.

Fight against Crime & Terrorism/Cyber & Digital Security

ASGARD -The ASGARD project approach, a
new way of collaboration in security
research projects

SHUTTLE - a European Toolkit for
Microtrace analyses

The main theme of the 2019 Security Research
Event (SRE) will be "Building Bridges: Promoting
Market Uptake by Reinforcing Synergies Between
Security Research and Other Funding Instruments".
Market uptake of the results from security research
projects has been an area of concern since long
time ago. When the ASGARD project was
conceived back in 2014, the main goal of the
project was “to create LEA Technological
Autonomy, by building a sustainable, long-lasting
community form the LEA and research and
development industry that will created, maintaining
& evolving a best of class tool set for the extraction,
fusion, exchange and analysis of Big Data including
cyber-offenses data for forensic investigation”. In
this paper we will describe how the project was
designed with the aim of improving the efficiency of
LEA, Industry and Researchers collaboration in
Security Research projects. Open source model
concepts and principles were adapted to the
specific characteristics of security research project.
Fluid, frequent, and fruitful collaboration between all
stakeholders, focused on short full-development
cycles and face-to-face “Hackathon”-like events
every 6 months were the backbone around which a
new way of collaboration in security research
projects has been implemented.

Any action of an individual, and obviously, the
violent action constituting a crime, cannot occur
without leaving a trace said Dr. Edmond Locard.
Based on this, forensic experts are trying to link the
microtraces found on a crime scene, to microtraces
found on a person or an object. Microtraces can be
defined by the presence of evidence, which has
been passively or actively transferred to someone
or something. For example, microtrace might
include fiber, hair, organic matter (plant & animals)
and paint & glass. The presence of small amounts
of microtrace of paint and glass is often found in
crime scenes such as burglaries, car accidents, etc.
the analysis of those particles might help in the
investigation to get a better understanding in the
chronology of a succession of actions or even
identify a suspect. Nowadays, microtrace analyses
are principally based on samples comparisons by
microscopy. Microtraces must be examined one-byone, & the expert cannot focus on everything.
Referring to the expert's eyes and experience, a
selection of microtraces will be analyzed further
microscopically (e.g. by polarization microscopy,
micro-spectroscopy.). This kind of process to
analyse microtraces is time-consuming and
subjective. Finding a way to automatize some part
of the analysis process, will be a key to facilitate the
work of the expert, and to reduce the subjectivity of
the results. To do so, eight forensic laboratories
from different countries in Europe, have teamed up
on a project to develop a toolkit, which will free the
expert from those limitations: the SHUTTLE project.

Aitor García Pablos
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ENTRAP - Ethical and legal challenges for
development and deployment of counter
tools in terrorism and violent extremism
counteraction

MAGNETO - Evolving from data to
knowledge mining to uncover hidden
relationships

The presentation focuses on the ethical impact
assessment of the ENTRAP existing and emerging
counter-tools (especially intelligence sharing,
surveillance techniques, or emerging tools and
techniques). Having as steppingstones the legal
and ethical framework developed in the first 18
months of the project, the project ENTRAP
continues by further engaging to the ethical impact
assessment of the identified counter tools and
measures along the plot timeline. The ethical
impact assessment process is constructed using
value sensitive approach by the application of
European Convention on Human Rights and
International Humanitarian Law. This approach
allows the end-users (LEAs) to consider the ethical
issues at the strategic level, and to maximise the
ethical compliance of the counter tools during the
deployment. The ethical impact assessment
process is supported by the Ethical Risk
Assessment (ERA) Form and the corresponding
electronic Ethical Risk Classification System (eERCS), a practical tool that engages the
operational decision makers to actively incorporate
the dimension of the ethical governance of the
counter tools. The value of the ERA Form lies in its
ability to direct the attention and raise awareness to
the end-user to those aspects of the counter tools
with the greatest ethical impact – and to illuminate
the ways in which that impact might be reduced.

MAGNETO provides solutions by developing a new
representational model for data that will enable joint
exploitation of multiple diverse multimedia data
sources, together with modular and scalable
analytics engines. These engines include semantic
reasoning tools that make use of both logical and
probabilistic reasoning to infer new knowledge
based on the asserted facts and rules defined by
the LEAs. More precisely, this approach provides
the underlying computing systems with the
capability not only to extract the values associated
with the data, but also to relate pieces of data one
to another, based on the details of their inner
relationships, and thus enables new information to
be extracted. Semantic fusion tools are also
implemented in the MAGNETO system, including a
trajectory fusion tool, which calculates the
trajectories of the persons of interest, a person
fusion tool, which copes with the duplicates and
inaccuracies in the data by calculating which
persons belong to the same entity, as well as an
event fusion tool, which compares the concept
instances involved in the definition of an event and
decides when two concept instances should be
fused. Graph-based representations appear to be
naturally well adapted to soft data, so MAGNETO’s
approach for fusion relies on the use of bipartite
graphs.

Irina Marsh
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CONNEXIONS - Detection, Prediction,
Prevention, and Investigation services:
(near) real-time visual detection of
abnormal activities and violent scenes in
video streams

PROPHETS - Countering Online
radicalisation

CONNEXIONs aims to develop and demonstrate
next-generation detection, prediction, prevention,
and investigation services that are based on the
multidimensional integration and correlation of
heterogeneous multimodal data, and the delivery of
pertinent information to various stakeholders in an
interactive manner, also through augmented and
virtual reality environments. This presentation
focuses on a novel framework that uses deep
learning techniques for the visual detection of
potential crime- and terrorism-related activities, and
violent behaviors in crowd scenes captured by
surveillance video footage.

Radicalisation is one of the big challenges for
modern civilisations. The use of the internet by
terrorist or extremist organisations to provide
propaganda and to gain followers is constantly
rising. In connection with that, conspiracy theories
are spread and by doing so, they try to get in
contact with vulnerable individuals with the purpose
of radicalisation. The H2020 funded project
PROPHETS (GA number 786894) is aiming to
mitigate the risk of radicalisation by creating an EUwide security model. Therefore, PORPHETS will
analyse cyber behavior of the vulnerable and
individuals or organisations providing illicit and
extremist content. This will allow law enforcement
and other stakeholder to intervene at an early stage
and help them to detect anew threats in
radicalisation and cybercrime, which can also be
used by policymakers. The focus of this article will
be on the identification and the different forms of
presenting extremist online material to radicalise
vulnerable individuals. It also will reflect to possible
actions from policy makers and law enforcement to
mitigate the risks arising from it.

Theodora Tsikrika
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LOCARD - Secure chain of custody for
digital evidence with LOCARD

CYBERTRUST - Meeting the Needs of
Information Sharing Among LEAs and ISPs

Modern cybercrime has been transformed into a
global underground economy. Moreover, due to the
wide digitalization of our lives, most forms of crime
involve, in some sense; e.g. communication
between two parties, digital means ranging from
handheld devices to desktop computers, and from
IoT devices to mainframes. Digital forensics has
emerged as a need for most forensics’ labs, and on
many occasions can derive the only evidence for a
case. Digital forensics are not necessarily tied only
to law enforcement authorities and their
investigations, but they are also linked with security
consultants and security firms. The common
objective of all the above is that all the stakeholders
need to have transparency throughout their
processes as digital evidence are malleable and,
depending on the method, they are collected,
destroyed or lost. LOCARD aims to address this
challenge by providing a two-dimensional approach.
LOCARD wants to provide a platform that offers a
transparent and auditable log of the chain of
custody of digital evidence through the exploitation
of distributed ledger technologies. Therefore, it will
automate the processes of collecting digital
evidence, managing it, creating the proper reports
and selectively enabling access only to the needed
roles/personnel. Vertically, LOCARD will integrate
the proposed solution in a secure and forensically
sound manner and will investigate new methods for
collecting digital evidence, from mobile devices,
streaming services and the cloud.

The Cyber-Trust “Cyber-Threat Intelligence,
Detection and Mitigation Platform for a Trusted
Internet of Things” software platform, is showcasing
how Law Enforcement Agents will be assisted in
viewing and receiving information that potentially
holds digital evidences of specific cyber-crimes
against Telecom/Internet providers and Smart
Homes, in a timely manner. A demonstration is
provided on how information from different software
components (e.g. blockchain), when integrated
based on the needs of the end-users, can greatly
assist the detection and correlation of evidences
and the collaboration between the LEAs and
providers. It further discusses the challenges
imposed by the National and European legislation
and how the Cyber-Trust platform will try to address
these shortcomings.

Constantinos Patsakis

Dimitris Kavallieros – Vasiliki Georgia Bilali
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FORESIGHT - Advanced cyber-security
simulation platform for preparedness
training in Aviation, Naval and Power-grid
environments

TENSOR - Query reformulation based on
word embeddings for enhanced terrorismrelated online search coverage

FORESIGHT aims to develop a cyber-range
solution to enhance the preparedness of cybersecurity professionals at all levels and advance
their skills towards preventing, detecting, reacting
and mitigating sophisticated cyber-attacks. This is
achieved by delivering an ecosystem of networked
realistic training and simulation platforms that bring
unique cyber-security aspects in three domains,
aviation, smart grid and naval. FORESIGHT
platform will extend the capabilities of existing
cyber-ranges and will allow the creation of complex
cross-domain/hybrid scenarios to be built jointly
with the IoT domain. Emphasis is given on the
design and implementation of realistic and dynamic
scenarios that are based on identified & forecasted
trends of cyber-attacks & vulnerabilities extracted
from cyber-threat intelligence gathered from the
dark web; this will enable cyber-security
professionals to rapidly adapt to an evolving threat
landscape. The development of advanced risk
analysis and econometric models will prove to be
valuable in estimating the impact of cyber-risks,
selecting the most appropriate and affordable
security measures, and minimising the cost and
time to recover from cyber-attacks.

Web & social media platforms are often used for
terrorism-related purposes, primarily for
propaganda, recruitment, incitement, radicalisation,
financing, training, planning, communications, &
tactical/execution. The development of tools to
assist LEAs in their fight against terrorism by
facilitating and automating process of discovering
such content are of paramount importance. This
work proposes a novel framework to perform
domain-specific searches with the goal to retrieve
terrorism-related online content by querying search
engines & social media platforms based on a
mechanism which permits the formulation of
effective domain-specific queries with the
employment of deep learning techniques. TENSOR
framework employs a mechanism for reformulating
a user query with the aim to identify terms like the
original query that could be used for its
transformation in a way that best matches the
vocabulary used in the sought online content. Query
reformulation is based on the most recent advances
in word embeddings models & provides a hybrid
mechanism where the final suggested terms derive
from the combination of the top ranked terms
generated by a global & a domain-specific word
embeddings model, trained on large-scale generic &
smaller-scale domain-specific corpora, respectively.

Dimitris Kavallieros – Eleni Darra

George Kalpakis
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COPKIT - Technology, training and
knowledge for Early-Warning / Early-Action
led policing in fighting Organised Crime
and Terrorism

ANITA - Advanced tools for fighting online
illegal trafficking

The COPKIT project addresses the problem of
analysing, preventing, investigating and mitigating
the use of new information and communication
technologies by organised crime and terrorist
groups. COPKIT proposes an intelligence-led Early
Warning (EW) / Early Action (EA) system, directly
related to the methodological approach used by
EUROPOL in SOCTA. “Intelligence-led policing”
offers a framework to guide operations by
prioritizing needs and optimizing resources.
COPKIT is aiming in: (1) developing and applying a
EW/EA system and applying it to use cases, (2)
developing a toolkit for knowledge production and
exploitation, tested by LEAs in their premises, (3)
ensuring respects to EU legal and ethical principles,
(4) developing innovative curricula for all aspects of
the EW/EA methodology and eco-system to
facilitate the uptake by LEAs.

ANITA aims to design & develop a novel knowledge
-based & user-centred investigation system for
analysing heterogeneous (text, audio, video, image)
online (Surface Web, Deep Web, DarkNet) & offline
content. The goal is to fight illegal trafficking of
drugs, counterfeit medicines, New Psychoactive
Substances (NPS) & firearms. ANITA will combine:
a) innovative technologies for data source analysis
of crypto-currency networks and financial
transactions; b) advanced Big Data analytics tools
for the automatic analysis of vast amounts of
heterogeneous content; c) sophisticated
methodologies to capture, model and infer human
understandable knowledge; d) cognitive user
modelling framework able to capture, analyse,
interpret & integrate key human cognitive factors
and information processing functions for: i)
incorporating human perception /cognition
principles in the system & ii) facilitate the knowledge
transfer from the expert users to the novice ones;
e)user-oriented intelligence applications, which will
enable users to identify patterns for spatial,
temporal & causal correlations among illegal
trafficking events, entities and activities to support
decision-making processes. These functionalities
will be strengthened by an in-depth interdisciplinary
analysis of the online illegal trafficking phenomenon
& of the online resources with respect to social,
ethical, legal & privacy issues of concerns.

Raquel Pastor - Schlarb Sven

Ernesto La Mattina
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ASTRID - Improving the visibility of cloudbased services

PREVISION - Prediction and Visual
Intelligence for Security Information

Several market forces, like the need for flexibility,
externalisation, outsourcing, and cost-effectiveness
are driving towards massive usage of virtualisation
and cloud resources in many technical domains.
This approach undoubtedly leads to more agility in
service creation, deployment and operation, even
though the tight integration among diverse business
roles and the need to share infrastructure and data
bring additional security and privacy concerns that
have not been addressed in a satisfactory way yet.
The ASTRID framework leverages the intrinsic
programmability of the cloud and software-defined
infrastructures to improve the effectiveness and
efficiency of both detection and reaction and
delivers two main innovations: i) programmatic
access to the evolving security context, by
collecting the broadest set of data, measurements,
and events from virtual services; and ii) integration
with software management tools, so to automate
proactive and reactive operations on the service
instance.

In the last few years, terrorism, organised crime and
cybercrime have gained ground as society is
becoming increasingly digitised and the
technological world keeps getting larger and more
widespread. In this complex landscape, Law
Enforcement Agencies (LEAs) are faced with the
need to apply cross-domain expertise and take an
integrated approach that supersedes the traditional
barriers in policing practices, while also being more
pro-active and effective in taking preventive actions
and countermeasures. In this light, the authors
propose a novel approach that provides near realtime advanced behavior analytics by using
abnormal detection based on extracted historical
patterns. More specifically, Markov Networks are
used, in combination with first order logic, to relate
different pieces of data with a degree of certainty
leading to the discovery and recording of forensic
evidence. Then, the collected data are appropriately
combined to handle inconsistencies. Finally,
machine learning techniques are applied to the
data, in order to detect trends, correlations, hidden
structures and groups of crimes. It is expected that
the current system will assist the LEAs officers in
their daily workload by minimising the time to detect
and solve a crime.

Matteo Repetto

Theodoros Alexakis
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6.

Workshops

WUI FIRE MANAGEMENT

SHUTTLE First Public Workshop

A Wildland–Urban Interface (WUI) is a zone of
transition between wildland (unoccupied land) and
human development, where urban and forest or
naturally vegetated areas are mixed. This type of
zone is critical in aspects of safety and security
across the Mediterranean region and linked to fatal
fire incidents due to landscape changes and climate
change. An interactive, joint workshop with fire
practitioners and experts is organised in order to
identify challenges associated to early warning, risk
communication and preventative evacuation of the
population situated in WUI as well as to elaborate
missing capabilities that would improve the fire
management potential in relative cases.

The SHUTTLE project aims at improving future
forensic microtraces investigations, thus it
organises its First Public Workshop. Dedicated
sessions are planned for industry representatives
interested in the call for tender and for prospective
end-users of the high throughput microtraces
analysis toolkit.

Organiser:
SHUTTLE project

Organisers:
MEDEA, HEIMDALL, FIRE-IN and WUI-VIEW
projects

30/10/2019, Workshop Room C

30/102019, Workshop Room B

34
th

st

MSE 2019 | October 29 – 31 , 2019 | Heraklion, Crete | Greece

MSE2019 – Mediterranean Security Event 2019

Joint workshop on maritime border security

Technologies for First Responders

Security practitioners will analyse operational
scenarios related to maritime border security,
focusing on the external borders of the European
Union. The session will be complemented by
researchers and scientists to identify R&D gaps
needed to be addressed. In addition, synergies
between available R&D solutions aiming to fill such
gaps will be investigated.

Nowadays, First Responders (FR) use and rely on
technologies that are outdated and don’t keep up
with State of the Art. Armouring public safety
services with tools that modern technology has to
offer is critical. Such tools could holistically enhance
their protection and augment their operational
capacities, assisting them in saving lives as well as
ensuring their safe return from the disaster scene.
The workshop will discuss FRs’ needs according to
several aspects: Search and Rescue and victim
detection technologies, FR wearables, Pathogens
and hazardous gases detection in indoor and
outdoor spaces, Autonomous vehicles, robotics and
automated methods for mapping damaged areas
(indoor or outdoor) and increasing situational
awareness, Disaster risk reduction, risk
management, ad-hoc and sensor networks,
Collaborative emergency response systems tools,
Incident Management Systems and Command and
Control, Mobile applications for FRs.

Organisers:
RANGER, MEDEA, ANDROMEDA projects

Organisers:
IN-PREP, INGENIOUS, RESISTO, MEDEA
projects

30/10/2019, Workshop Room E

30/10/2019 Workshop Room A
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How to engage ethics in future systems for
FCT?

SWIFTERS Workshop on UAV swarms for
emergency response during crisis

Advanced analytical systems are increasingly used
by police forces and criminal justice authorities in
the fight against crime and terrorism. While such
methods provide valuable means of investigation,
they also enabled a large-scale collection and
processing of data increasing the risks of
surveillance and intrusion into private lives. The
workshop will flag the moral risks associated with
the technologies by following use cases relevant to
practitioners and will explore various governance
solutions (value sensitive design, institutional
checks and balances) with aim of coming up with
best practices and recommendations. The
workshop applies participatory approaches
including overviews, case studies and discussion
groups.

SWIFTERS is an EC/DG ECHO project that
capitalises on unmanned aerial vehicle (UAV)
swarms in order to study, design and test
cooperation strategies. It aims to support
emergency response and evacuation operations
based on UAV-provided geospatial and visual
information. The objective is to build on drone
technology in order to improve response time and
life-saving capabilities of first responders during
emergency evacuation phases, when numerous
tasks take place in parallel. The workshop will
provide theoretical and hands-on training to
practitioners. Developers will use the open source
platform of SWIFTERS to explain to the
practitioners the system capabilities for coordinating
and tasking multiple UAVs in emergency response
missions. The training workshop includes live
demonstration of UAV swarm missions.

Organisers:

Organisers:

MAGNETO, MEDEA, TENSOR, CONNEXIONS
projects

SWIFTERS, EVA-GUIDE projects

31/10/2019, Workshop Room E

31/10/2019, Workshop Room B
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Workshop on fighting crime with focus to
drugs and people trafficking

AI FOR LEAs

A vivid session for knowledge and experiences
exchange, as well as exchange of best practices
among police practitioners, crime fighting experts,
specialised researchers and relevant organisations.
The workshop will be organised following the worldcafe approach, which ensures the involvement of
the participants and the validity of the results of
focused discussions.

Artificial intelligence (AI) technologies, and in
particular the deep learning paradigm, are
advancing at an astounding pace and appear to
have the potential to significantly enhance law
enforcement capabilities, through their application,
for instance, in (i) computer vision tools for
automated abnormal activity detection in
surveillance footage, child sexual abuse detection in
digital evidence, etc. (ii) autonomous robotic patrol
systems and IoT sensors for improved surveillance,
(iii) Web and social data mining for OSINT, (iv)
predictive analytics for optimising law enforcement
resources, and others. Many countries are exploring
AI technologies for law enforcement, but adoption is
still pending in several cases as important issues
(such as the auditability of AI systems and privacy
concerns) need to be resolved. This workshop aims
to provide a forum to advance the understanding of
the current and prospective opportunities and risks
of AI for law enforcement through discussing the
current status of AI technologies, their potential
applications in law enforcement, as well as the
ethical, legal, and social implications posed by the
adoption of these technologies. The workshop
targets law enforcement officers, industry partners,
academic researchers, and civil society.

Organisers:
I-LEAD, MEDEA projects

Organisers:
CONNEXIONs, TENSOR, ROBORDER projects

31/10/2019, Workshop Room C

31/10/2019, Workshop Room D
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7.

Call for papers

Selected presentations and scientific results relevant to the co-organizing projects of MSE
2019 will be published in 2020 in a Special volume titled “Technology Advances and Support
for Security Practitioners” of the “Security Informatics and Law Enforcement“ series of Springer
Editions, edited by Professor Akhgar, Babak (https://www.springer.com/series/15902).
The primary objective of this volume will be to exploit the results achieved by the co-organizing
projects and explore challenges, capabilities and solutions related to law enforcement
agencies, security services and industries dealing with security related challenges from an
engineering and research perspective. The book shall pertain to engineers and experts
working in law enforcement, civil protection and crisis management and researchers who are
researching on improving capabilities of security practitioners.
Information regarding the MSE 2019 papers publication will be shared through the event’s
website (https://mse2019.kemea-research.gr/about/call-for-papers/).

.
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8.

Co-organising Projects
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